Non-intrusive Techniques for Vulnerability Assessment of Services in Distributed Systems  by Genge, Béla et al.
 Procedia Technology  19 ( 2015 )  12 – 19 
Available online at www.sciencedirect.com
ScienceDirect
2212-0173 © 2015 The Authors. Published by Elsevier Ltd. This is an open access article under the CC BY-NC-ND license 
(http://creativecommons.org/licenses/by-nc-nd/4.0/).
Peer-review under responsibility of “Petru Maior” University of Tirgu Mures, Faculty of Engineering
doi: 10.1016/j.protcy.2015.02.003 
G; AG8EA4G<BA4? BA98E8A68  AG8E7<F6<C?<A4E<GL<AA:<A88E<A: %+)% &6GB58E
+<E:H$HE8F)B@4A<4
%BA<AGEHF<I8G86;A<DH8F9BEIH?A8E45<?<GL4FF8FF@8AGB9 F8EI<68F<A
7<FGE<5HG87FLFG8@F
O?48A:8?4I<HFE4HEQ?<AAQ6;8F6H
$1/2 (-/,(3$/0(16-%&2/$0-/& 01/-	2/$0-+ ,( 
	#$"$
 A G;<FC4C8EJ8CEBCBF84A4CCEB46;9BEABA<AGEHF<I84HGB@4G87IH?A8E45<?<GL4FF8FF@8AGB9F8EI<68F <A7<FGE<5HG87FLFG8@F	
$BFGB9 8K<FG<A:IH?A8E45<?<GL 4FF8FF@8AG G86;A<DH8F E8?LBA 46G<I8 G8FG<A: C4EG B9 .$,$1/ 1(-,1$01(,& C8AG8FG<A:CEB:E4@F
J;<6;4FFH@84F8E<8FB9F64AA<A:CEB5<A:4A78KC?B<G4G<BAG86;A<DH8F<ABE78EGB<78AG<9LCBFF<5?8FLFG8@IH?A8E45<?<G<8F	+;8F8
4CCEB46;8F 4E8 6BAF<78E87;<:;?L 89986G<I8 <A <78AG<9L<A:CBFF<5?8IH?A8E45?8CB<AGF <A G;8A8GJBE>	BJ8I8E G;8<E HF8 <F ABG
4?J4LFCBFF<5?84A7E86B@@8A7879BEG8FG<A: BA?<A8@<FF<BA6E<G<64? F8EI<68F	+;8E89BE8G;<FC4C8E CEBCBF8F 4A4CCEB46;G;4G
6B@5<A8F G;8 ABA<AGEHF<I8 64C45<?<G<8F B9 *;B74A GBB? J<G; J8??8FG45?<F;87 IH?A8E45<?<GL 74G454F8F %4G<BA4? -H?A8E45<?<GL
4G454F8 S %-	+;8E8FH?G <F 46B@CE8;8AF<I84CCEB46;9BEABA<AGEHF<I8IH?A8E45<?<GL4FF8FF@8AGB9 AG8EA8G946<A:F8EI<68F
J;8E8;BFGF4A7F8EI<68F4E8<AG8EEB:4G879EB@*;B74AF84E6;8A:<A84A7CBFF<5?8IH?A8E45<?<G<8F4A7@8GE<6F4E84HGB@4G<64??L
8KGE46G879EB@ %4G<BA4?-H?A8E45<?<GL4G454F8	
N  +;8HG;BEF	'H5?<F;875L?F8I<8E #G7	
*8?86G<BA4A7
BEC88EE8I<8JHA78EE8FCBAF<5<?<GLB9U'8GEH$4<BEV ,A<I8EF<GLB9+<E:H$HE8F46H?GLB9A:<A88E<A:	
$64-/#0 ABA<AGEHF<I8IH?A8E45<?<GL4FF8FF@8AG F;B74A%4G<BA4?-H?A8E45<?<GL4G454F8C8A8GE4G<BAG8FG<A:	
 $"%$
%BJ474LFG;8C8EI4F<I847BCG<BAB9 A9BE@4G<BA4A7B@@HA<64G<BA+86;AB?B:<8F +<A7<998E8AG7B@4<AF
8	:	9<A4A6<4?GE4AFCBEG4G<BA 4A7<A7HFGE<4?FLFG8@F <A:8A8E4?;4F ?87 GB 4 FGEBA:78C8A78A6LB9BHEFB6<8GL BAG;8
BEE8FCBA7<A:4HG;BE	+8?	 94K 	
+ (* ##/$00 58?4	:8A:8<A:	HC@	EB :E4HE	9?4I<HF:@4<?	6B@864?<AHC@	EB
© 2015 The Authors. Published by Elsevier Ltd. This is an open access article under the CC BY-NC-ND license 
(http://creativecommons.org/licenses/by-nc-nd/4.0/).
Peer-review under responsibility of “Petru Maior” University of Tirgu Mures, Faculty of Engineering
13 Béla Genge et al. /  Procedia Technology  19 ( 2015 )  12 – 19 
ABE@4?9HA6G<BA<A:B9 +FLFG8@F	+;8E89BE8<G<FABGFHECE<F<A:G;4GB664F<BA4?@4?9HA6G<BAFBE466<78AG4?FLFG8@
5E84>7BJAF64A;4I847E4@4G<6<@C46GBAG;8DH4?<GLB96<G<M8AFT?<98	
8F<78F 466<78AG4? 94<?HE8 GB74LTF FLFG8@F 94687<FEHCG<I8 6L58E 4GG46>F G4E:8G<A: I<G4? BA?<A8 F8EI<68FJ;<6;
78?<I8E 6E<G<64? 9HA6G<BAF	 F FH6; FLFG8@J<78 6B@CHG8E 94<?HE8F 64A F<:A<9<64AG?L <@C46G @4FFGE4AFCBEG4G<BA
FLFG8@F54A><A:FLFG8@FB<?4A7:4F<A7HFGE<8F8G6	BE8K4@C?84E868AG<A6<78AG6BA68EA<A:*BHG;J8FG<E?<A8F
6BA9<E@87 BA68 4:4<A G;8 8K<FG8A68 B9 FGEBA: 78C8A78A6<8F 58GJ88A C;LF<64? <A9E4FGEH6GHE8F 4A7  + FLFG8@F	  A
64F8B9G;<F<A6<78AG4FLFG8@J<786B@CHG8E94<?HE8<@C4<E87G;88K86HG<BAB9GLC<64?CEB687HE8FFH6;4FCE<AG<A:
G<6>8GF@BA<GBE<A:G;8J8<:;GB9846;4<E6E49G8G6	4A764HF87G;8:EBHA7<A:B9G;84<E?<A8TF8AG<E89?88G 23	
8F<78FFH6;<A6<78AGFABGA868FF4E<?L4GGE<5HG87GB6L58E4GG46>FGB74LJ84E8 8KC8E<8A6<A:4E84?8C<78@<6BA
6B@CHG8E ;46><A:	 $4FF<I8 4GG46>F G4E:8G<A: 9<A4A6<4? <AFG<GHG8F CE<I4G8 6B@C4A<8F 4A7 A4G<BA4? <AFG<GHG<BAF 4E8
586B@<A: 74<?L 8I8AGF 4A7 4E8 64HF<A: F8I8E8 F8EI<68 BHG4:8F 2 3	 +;<F <F@4<A?L 64HF87 5L 47I4A68@8AGF <A
6B@CHG8EA8GJBE><A: G86;AB?B:<8F 4A7 H5<DH<GBHF  AG8EA8G 4668FF CBFF<5<?<G<8F 5HG G;8 46GH4? 6;B<68 B9 5E<??<4AG
LBHA: 6B@CHG8E F6<8AG<FGF <A 47BCG<A: G;8 U;46>8EV FG4GHF ;4F F8I8E4? 64HF8F J;<6; ;4I8 588A G;BEBH:;?L
7B6H@8AG87<A 2 3	
4F87BAG;849BE8@8AG<BA87<FFH8F<AG;<FC4C8EJ8 4E:H8G;8A887GB78I8?BC@BE847I4A687G86;A<DH8F9BEG;8
F86HE<GL4FF8FF@8AGB9 +<A9E4FGEH6GHE8F	+;8F86HE<GL4FF8FF@8AGB9 +FLFG8@F<FABG4ABI8?9<8?75L<GF8?94A7
<G ;4F 588A G;BEBH:;?L FGH7<87 <A G;8 C4FG 23	 BAF8DH8AG?L ABJ474LFJ8 9<A7 F8I8E4? GBB?F 4I4<?45?8 <A G;8
?<G8E4GHE8F;BJ<A:G;4GG;89<8?7;4FE846;87@4GHE<GL2 3	 %8I8EG;8?8FF@BFGB98K<FG<A:G86;A<DH8FE8?L
BA46G<I8G8FG<A:G86;A<DH8F C4EGB9 .$,$1/ 1(-,1$01(,& C8AG8FG<A: CEB:E4@FJ;<6; 4FFH@84F8E<8FB9F64AA<A:
CEB5<A: 4A7 8KC?B<G4G<BA G86;A<DH8F <A BE78E GB <78AG<9L CBFF<5?8 FLFG8@ IH?A8E45<?<G<8F	 +;8F8 4CCEB46;8F 4E8
6BAF<78E87;<:;?L89986G<I8<A<78AG<9L<A:CBFF<5?8IH?A8E45?8CB<AGF<AG;8A8GJBE>	
BJ8I8E G;8 4CC?<64G<BA B9 FH6; G86;A<DH8F <F ABG 4?J4LF CBFF<5?8 4A7 E86B@@8A787 9BE G8FG<A: EHAA<A:
@<FF<BA6E<G<64? FLFG8@F	 BE FH6; FC86<9<6 F68A4E<BFABA<AGEHF<I8 G86;A<DH8F E8@4<A G;8BA?L 984F<5?8 FB?HG<BA GB
C8E9BE@G;8A8GJBE>F86HE<GL4FF8FF@8AG	 $BE8FC86<9<64??LG;<F8AG4<?FG;88@C?BL@8AGB9<A9BE@4G<BABE<:<A4G<A:
9EB@FLFG8@78F6E<CG<BAF;H@4ABC8E4GBEF EHAA<A: F8EI<68F5HG4?FBFB9GF64AA<A:G86;A<DH8F<A6?H7<A:F?BJE4G8
F64AA<A:<78AG<9<64G<BAB9@<FF87HC74G8ABG<9<64G<BAFE8:<FGEL 8AGE<8F8G6	*H6;G86;A<DH8F4E8HFH4??LFC86<9<6GB
G;89<8?7B96E<G<64?<A9E4FGEH6GHE8F4A7<A7HFGE<4?6BAGEB?FLFG8@F 2 3J;8E846G<I8 CEB5<A: G86;A<DH8F64A;4I8
47E4@4G<6 <@C46G BA G;858;4I<BE B9 C;LF<64? CEB68FF8F 23	%8I8EG;8?8FF 4 F<@<?4E 4CCEB46; 64A58 4CC?<87 GB
GE47<G<BA4?6E<G<64? +FLFG8@F4FJ8??J;<6;@<:;G58F8AF<G<I8GBGLC<64?C8A8GE4G<BAG8FG<A:G86;A<DH8F	
BAF8DH8AG?L <A G;<F C4C8E J8 <78AG<9L CBFF<5?8 FBHE68F 9BE 5H<?7<A: 4 I<EGH4? @4C B9 7<FGE<5HG87 6B@CHG8E
FLFG8@F4A7A8GJBE>F	HEG;8E@BE8J8CEBCBF84A4CCEB46;G;4G6B@5<A8FG;8ABA<AGEHF<I864C45<?<G<8FB9*;B74A
GBB? 23 J<G; J8??8FG45?<F;87 IH?A8E45<?<GL 74G454F8F <A BE78E GB CEBI<78 4 6B@CE8;8AF<I8 4CCEB46; 9BE ABA
<AGEHF<I8IH?A8E45<?<GL4FF8FF@8AGB9 AG8EA8G946<A:F8EI<68F	
+;8E8@4<A<A:B9G;<FC4C8E<FBE:4A<M874F9B??BJF	 *86G<BACEBI<78F4ABI8EI<8JB9E8?4G874CCEB46;8F	+;8
<78AG<9<64G<BAB9CBFF<5?8FBHE68FB9<A9BE@4G<BA9BEG;86BAFGEH6G<BAB9ABA<AGEHF<I8GBB?F<FCEBI<787<A*86G<BA	
+;8CE8F8AG4G<BAB949<EFGCEBGBGLC8GBB?<F:<I8A<A*86G<BA4A7G;8C4C8E6BA6?H78F<A*86G<BA	
$%"
*% HGBAB@BHF*LFG8@%H@58E
*+ L58E*86HE<GLI4?H4G<BA+BB?
- B@@BA-H?A8E45<?<G<8F4A7KCBFHE8F
' B@@BA'?4G9BE@AH@8E4G<BAF
-** B@@BA-H?A8E45<?<GL*6BE<A:*LFG8@
%* B@4<A%4@8*LFG8@
 $'  AG8EA8GBAGEB?$8FF4:8'EBGB6B?
 +  A9BE@4G<BA4A7B@@HA<64G<BA+86;AB?B:<8F
 A*.  A7HFGE<4?*86HE<GLFF8FF@8AG.BE>58A6;
 *'  AG8EA8G*8EI<68'EBI<78EF
%- %4G<BA4?-H?A8E45<?<GL 4G454F8
14   Béla Genge et al. /  Procedia Technology  19 ( 2015 )  12 – 19 
*' *86HE<GLBAG8AGHGB@4G<BA'EBGB6B?
 $'"
 A G;<F F86G<BA J8 CEBI<78 4 5E<89 BI8EI<8J BA G86;A<DH8F E8?4G87 GB IH?A8E45<?<GL 4FF8FF@8AG	 .8 FG4EG J<G;
4CCEB46;8F6B@<A:9EB@GE47<G<BA4?  +F86HE<GL7B@4<A4A7J86BAG<AH8J<G;7<998E8AG G86;A<DH8F4CC?<645?8 GB
6E<G<64?<A9E4FGEH6GHE8FLFG8@F	
<998E8AG GBB?F ;4I8 588A 78I8?BC87 9BE IH?A8E45<?<GL 4FF8FF@8AG <A G;8 9<8?7 B9 C8A8GE4G<BA G8FG<A:	 8E8 J8
@8AG<BA GBB?FFH6;4F%8FFHF23$8G4FC?B<G23A@4C234A7*64CL23	 +;8F8 4E8 GLC<64? <AFGEH@8AGF
HF87 5L .$,1$01$/0 GB 7<F6BI8E A8GJBE> F8EI<68F GB <78AG<9L IH?A8E45<?<G<8F 4A7 GB 46G<I8?L GEL GB 8KC?B<G G;8F8
IH?A8E45<?<G<8F	BJ8I8EG;87<E86G<BAG4>8A <A G;8C4C8E4G;4A74FFH@8FF8AF<G<I8FLFG8@F4A7F8EI<68FJ;8E8 G;8
HF8B9FH6;G86;A<DH8F 9BE<78AG<9L<A:F8EI<68IH?A8E45<?<G<8F <FABGE86B@@8A787	
<998E8AG 4CCEB46;8F ;4I8 588A CEBCBF87 GB 8AFHE8 IH?A8E45<?<GL 4A7 E<F> 4FF8FF@8AG 4F J8?? 4F G8FG<A: 9BE
FG4A74E7 4A7 58FG CE46G<68F 6B@C?<4A68 54F87 BA DH8FG<BA4AFJ8E CEB687HE8F	 8E8 J8 9<A7 L58E *86HE<GL
I4?H4G<BA +BB? *+ 23  A7HFGE<4? *86HE<GL FF8FF@8AG .BE>58A6;  A*. 23 4A7 BG;8E 4CCEB46;8F
6B@5<A<A: DH8FG<BA4AFJ8E 4FF8FF@8AGF J<G; 8KC8E<@8AG4? 4FF8FF@8AGF 2 3	 ?G;BH:; G;8F8 64A CEBI<78
F<:A<9<64AG E8FH?GF 5BG; 9EB@ ;<:;?8I8? 4A7 78G4<?87 C8EFC86G<I8F G;8L E8DH<E8 ?45BE<BHF @4AH4? 899BEG	
*H5F8DH8AG?L 6BAF<78E<A: G;8AH@58EB9 F8EI<68F 4A7;BFGF 4A7 BI8E4?? G;8 GLC<64? F<M8B9 GB74LTFBE:4A<M4G<BAF
@<:;G <A6BECBE4G8 G;BHF4A7F B9 7<998E8AG 8DH<C@8AG <@CBEG4AG 78G4<?F @<:;G 58 @<FF87 ?847<A: GB <A466HE4G8
E8FH?GF	
 A23;B?74 $1 *	7<F6HFF87G;8@H?G<7<@8AF<BA4?4FC86GFB9IH?A8E45<?<GL4FF8FF@8AG<A7<FGE<5HG87FLFG8@F
4A7FH::8FGG;4G8I4?H4G<BAFF;BH?758@478ABGBA?L9EB@G;8G86;A<64?C8EFC86G<I85HG9EB@G;8FB6<4? C8EFC86G<I8
4F J8??	 +;8 JBE> <78AG<9<87 >8L E8?4G<BAF 58GJ88A F8EI<68 CEBI<78EF FG4EG<A: J<G; 8DH<C@8AG @4AH946GHE8EF
8?86GE<64?FLFG8@FGE4AFCBEG4A76L58EFLFG8@F	 ?G;BH:;;B?74 $1 *	CEBI<784:8A8E4?BI8EI<8JBAG;8GBC<6B9
IH?A8E45<?<GL4FF8FF@8AGG;<F<F46?84EF<:AG;4GG;8GBC<6FG<??CBF8FF<:A<9<64AG6;4??8A:8F4A7477<G<BA4?@84FHE8F
F;BH?75878I8?BC87	
6?BF8E4CCEB46;GBG;8BA8CEBCBF87<AG;<FC4C8E J4FE8CBEG87<A23	  AG;<FC4C8E +<A:4A:08A $1 *
CEBCBF87 4A 4CCEB46; GB 4::E8:4G8 7<998E8AG FBHE68F B9 <A9BE@4G<BA GB <78AG<9L CBFF<5?8 FHFC<6<BHF 8I8AGF	 +;8
CE8F8AG874CCEB46;<FF<@<?4EGBG;86BA68CGB9ABA<AGEHF<I84FF8FF@8AG7<F6HFF87<AG;<FC4C8EF<A68<GE8?<8FBAG;8
6B@5<A4G<BAB97<998E8AG74G4FBHE68F<AGB46B@CE8;8AF<I8I<8JB9G;8FLFG8@	+<A:4A:08A $1 *F;BJ87G;4G
@4FF<I8 GE499<6 64CGHE8 9<?8F 64A 58 CEB68FF87 4A7 G;8 GBCB?B:L B9 G;8 A8GJBE> 64A 58 8KGE46G87 <A E84FBA45?8
8K86HG<BAG<@8	%8I8EG;8?8FFG;8 7<E86G<BAG46>?87<A G;8 C4C8E 4G;4A7 E8DH<E8F9HEG;8E4A4?LF<F4A76B@5<A4G<BAB9
GE499<64A4?LF<FG86;A<DH8FJ<G;IH?A8E45<?<GL74G454F8F4A7@8GE<6F<ABE78EGBCEBI<784FLFG8@4G<64CCEB46;4A7 4
6B@CE8;8AF<I8@84FHE8 B9FLFG8@J<78IH?A8E45<?<G<8F	
<A4??L4A4CCEB46;BE<:<A4G<A:9EB@G;8<A7HFGE<4?F86GBE<FCE8F8AG87<A7<998E8AGC;4F8F<A2 34A723	
+;8 CEBCBF87 G86;A<DH8 8@5B7<8F @4AH4? FLFG8@ FC86<9<64G<BA 6B@5<A87 J<G; 4HGB@4G87 IH?A8E45<?<GL 6;4<A
6BAFGEH6G<BA	 BAI8EF8?L G;8 4CCEB46; CEBCBF87 <A G;<F C4C8E 8@C?BLF 4HGB@4G87 G86;A<DH8F 9BE A8GJBE> 4A7
F8EI<68F7<F6BI8EL	*H5F8DH8AG?LJ8CEBCBF8GB 4HGB@4G<64??L <78AG<9L F8EI<68IH?A8E45<?<G<8F4FJ8??GB:8G;8EJ<G;
G;84FF<:A@8AGB9IH?A8E45<?<GL @8GE<6F	
 #&$"%#&&%"$(####$$!%
 AGEHF<I8 IH?A8E45<?<GL 4FF8FF@8AG G86;A<DH8F E8?LBA 46G<I8 F64AA<A: 4A7 IH?A8E45<?<GL 8KC?B<G4G<BA GB <78AG<9L
CBFF<5?8FLFG8@IH?A8E45<?<G<8F4A74GG46>G4E:8GF	)8FH?GFB9G;8 4A4?LF<F64A58E8GHEA87<@@87<4G8?L49G8EG;88A7
B9G;84FF8FF@8AG4A764A58HF87GB<@CEBI8FLFG8@F86HE<GL	
BAI8EF8?L ABA<AGEHF<I8 BE ABA<AI4F<I8 IH?A8E45<?<GL 4FF8FF@8AG G86;A<DH8F 4FFH@8 4 F8AF<G<I8 FLFG8@ G;4G
7B8FABG4??BJG8FG<A:9BEIH?A8E45<?<G<8F4A7G;8<E8KC?B<G4G<BA	 AFH6;64F8F<A9BE@4G<BA<FFLFG8@4G<64??L:4G;8E87
4A7 9HF87 GB:8G;8E <A BE78E GB 9BE@ 4 A84E 6B@C?8G8 I<8JB9 G;8 HA78E?L<A: FLFG8@	 BE G;<F CHECBF8 7<998E8AG
<A9BE@4G<BAFBHE68F@<:;G588@C?BL87 FLFG8@78F6E<CG<BAFCEBI<7875L;H@4A8KC8EGF74G4BEGE499<6BE<:<A4G<A:
9EB@ EHAA<A: F8EI<68F FB9G F64AA<A: G86;A<DH8F 8	:	 F?BJE4G8 F64AA<A: @<FF87 HC74G8 ABG<9<64G<BAF E8:<FGEL
15 Béla Genge et al. /  Procedia Technology  19 ( 2015 )  12 – 19 
8AGE<8F	 6B@C4E<FBAJ<G; GLC<64?C8AG8FG<A: G86;A<DH8FCBF<G<BAF G;8F8 4CCEB46;8F 6?BF8E GB G;8 E86BAA4<FF4A68
C;4F8 J;8E8 <A9BE@4G<BA <F :4G;8E87 9EB@ CH5?<6?L 4I4<?45?8 FBHE68F J<G;BHG 89986G<I8?L <AG8E46G<A: J<G; G;8
HA78E?L<A:FLFG8@	 %8I8EG;8?8FFG;84CCEB46;7B6H@8AG87<AG;<FC4C8E:B8F9HEG;8E4A74FFH@8F4668FFGB<AG8EA4?
A8GJBE> GE499<6 %* DH8E<8F 4A7 BG;8E FBHE68F B9 <A9BE@4G<BA <A G;8 7<F6BI8EL B9 G;8 FLFG8@	 $BE8BI8E J8
6BAF<78E 4HGB@4G87 G86;A<DH8F <A G;8 <78AG<9<64G<BA B9 F8EI<68 IH?A8E45<?<G<8F 4A7 G;8<E 6BEE8FCBA7<A: F8I8E<GL
@8GE<6F	 4F87 BA G;<F <A9BE@4G<BA BHE 4CCEB46; 6BAFGEH6GF 89986G<I8 4GG46> C4G;F 4?FB >ABJA 4F 32*,$/ !(*(16
"' (,0	+;8F88A45?8G;8<78AG<9<64G<BAB9C?4HF<5?84GG46>8EG4E:8GF4A7 B9 IH?A8E45?86E<G<64?4FF8GF	
 A G;8 E8@4<A<A: B9 G;<F F86G<BA J8 CEBI<78 4A BI8EI<8J B9 G;8 @4<A FG8CF B9 G;8 CEBCBF87 ABA<AGEHF<I8
IH?A8E45<?<GL4FF8FF@8AGG86;A<DH8	
	 ,%-/+ 1(-, $51/ "1$#%/-+ 0$/3$/0
+;8 7<F6BI8EL B9 A8GJBE> ;BFGF 64A 58 C8E9BE@87 5L <FFH<A:  $' C46>8GF GB 8FG45?<F; <9 68EG4<A ;BFGF 4E8
CE8F8AG<AG;8A8GJBE>	)8FCBAF8F 4E8 E868<I87<A64F8 $'F8EI<68F4E88A45?874A74E8ABG5?B6>875L9<E8J4??F	
+;8@4<A<FFH8J<G;FH6;4A 4CCEB46; <FG;4G<ABE78EGB<78AG<9L4??4I4<?45?8;BFGF<AG;8A8GJBE> .(,& F64AA<A:
G86;A<DH8F@HFG588@C?BL87	7<998E8AG4CCEB46;E8?<8FBACH5?<6?L4I4<?45?874G4FH6;4F%*F8EI8EF4A7GE499<6
CEB68FF<A:G86;A<DH8FGB<78AG<9L4I4<?45?8;BFGF<AG;8A8GJBE>	%*F8EI8EFCEBI<78G;864C45<?<GLB9 7-,$1/ ,0%$/
J;<6;<FHFH4??LC8E9BE@8758GJ88A7<998E8AG%*F8EI8EFGBGE4AF98E4?<FGB9 '477E8FF8F4A77B@4<AA4@8F	+;8
F4@8U984GHE8V<FHF875LC8AG8FG8EFGB<78AG<9L4I4<?45?8;BFGFJ;<6;64AF<:A<9<64AG?LE87H68G;8G<@84A7899BEG
E8DH<E87GB7<F6BI8EG;8A8GJBE>	
BJ8I8E FH6; F8EI<68F 4E8 ABG 4?J4LF 4I4<?45?8 4A7 MBA8 GE4AF98EF @<:;G 58 4??BJ87 BA?L GB FC86<9<6 ;BFGF	
%8I8EG;8?8FF4F@8AG<BA87589BE8G;<FCEB687HE864A586BHC?87J<G;GE499<6CEB68FF<A:4A7 ABA<AGEHF<I8F64AA<A:
G86;A<DH8FGB6B@C?8G8G;8A8GJBE>GBCB?B:L@4CC<A:	

 ,%-/+ 1(-, $51/ "1$#%/-+,-,(,1/20(3$0" ,,(,&
L 8@C?BL<A:ABA<AGEHF<I8F?BJE4G8F64AA<A:G86;A<DH8FG;87<FEHCG<I8<@C46GB9<AG8AF<I8F64AA<A:@8G;B7F
64A58F<:A<9<64AG?LE87H687	&5I<BHF?LG;<F4CCEB46;64AABG588@C?BL87<A4??64F8F4A7F68A4E<BF	HEG;8E@BE8
G;84CCEB46;64A58G<@86BAFH@<A: 4A7;<:;?L<A89986G<I89BE?4E:8F64?8A8GJBE>F	%BA8G;8?8FF5L6B@5<A<A:<G
J<G;E8FCBAF8FE868<I879EB@%*F8EI8EF<G<F4A<@CBEG4AG4CCEB46;GBG8FG9BEA8GJBE>;BFG4I4<?45<?<GL	
&AG;8BG;8E;4A7G8FG<A:G;84I4<?45<?<GLB9FC86<9<6F8EI<68F<78AG<9L<A:G;8<EGLC84A7I8EF<BAAH@58EF@<:;G
E8DH<E8 G;88FG45?<F;@8AGB946G<I86BAA86G<BAF	*H6; <A9BE@4G<BA64A588KGE46G879EB@F8EI<6854AA8EFCEBI<787
BA6846BAA86G<BA<F8FG45?<F;87	*<A68G;8F8F8EI<68F4E8 8KC86G87 GB584I4<?45?84A7GB4668CG 6BAA86G<BAFG;8F8
BC8E4G<BAF6BA7H6G874G4?BJE4G8 F;BH?7ABGE8CE8F8AG4E<F>4A7F;BH?7ABG64HF8FLFG8@<AFG45<?<GL	
BEG;<FCHECBF8FC86<9<6GBB?F@<:;G588@C?BL87	.8@8AG<BA;8E8G;8GBB? '-# , GBB?23J;<6;<F<AG8A787
GB8A45?8F8EI<6854F87?BB>HCBA;BFGF6BAA86G87GB AG8EA8G	)868AG 4FF8FF@8AGB9*;B74AGBB?23;<:;?<:;G87
<GF64C45<?<GLGB<A78KF8EI<68F6BAA86G87GB AG8EA8GHA78EGJBJ88>F	HEG;8E@BE8*;B74ACEBI<78F;<FGBE<64?74G4
4668FF<5?89EB@4'LG;BA' J;<6;8A45?8F 4HGB@4G878K86HG<BAB9*;B74ADH8E<8F	
L?8I8E4:<A:FH6;GBB?FG;8<@C46GB9F64AA<A:G86;A<DH8F64A58F<:A<9<64AG?LE87H6874A7<@CBEG4AG9<A7<A:F
64A588KC?BE879EB@;<FGBE<64?74G44A4?LF<F	
 ,%-/+ 1(-, $51/ "1$#%/-+ '-010
,?G<@4G8?LG;8@BFG<@CBEG4AG78G4<?F<AIH?A8E45<?<GL4FF8FF@8AGCEB68FF@<:;GBE<:<A4G89EB@;BFGF4A7G;874G4
FGBE87BA G;8@	8E8J8@<:;G <AFC86G E8:<FGEL8AGE<8F GB <78AG<9L <AFG4??87FB9GJ4E8 GB <78AG<9LFB9GJ4E8I8EF<BAF
4A7 HC74G8F	 I8AG ?B:F 64A E8CE8F8AG 4A <@CBEG4AG FBHE68 B9 78G4<?F <A 8FG45?<F;<A: G;8 FLFG8@TF HC74G8 FG4GHF
94<?HE8B9C8E9BE@<A:HC74G8F4A7F86HE<GLE8?4G878I8AGF	
BJ8I8E4668FFGBFC86<9<6;BFGF<FABG4?J4LFCBFF<5?87H8GBF86HE<GLE8FGE<6G<BAF4A7B5I<BHF6BA68EAFGBG;8
7<FGHE54A68 B9@<FF<BA6E<G<64? F8EI<68F	?G;BH:;J8@<:;G ABG 4FFH@8 G;4G 6B??86G<A: <A9BE@4G<BA 7<E86G?L 9EB@
;BFGF9EB@4??G4E:8GF@<:;G58C8E@<GG87<A4??64F8FG;<F CEB687HE864AE8CE8F8AG4A<@CBEG4AGBCG<BA9BE4FH5F8GB9
16   Béla Genge et al. /  Procedia Technology  19 ( 2015 )  12 – 19 
;BFGF	 HEG;8E@BE8 G;8 78G4<?F 6BA68EA<A: G;8 E8@4<A<A: ;BFGF @<:;G 58 <A98EE87 G;EBH:; BG;8E G86;A<DH8F 8	:	
<AFC86G<BAB9A8GJBE>GE499<6	
 ,%-/+ 1(-,$51/ "1$#%/-+,$14-/)1/ %%("
%8GJBE>GE499<664A64EEL I4?H45?878G4<?FJ<G;F<:A<9<64AG<@CBEG4A689BEG;8IH?A8E45<?<GL4FF8FF@8AG CEB687HE8	
'46>8G;8478EF4A76BAG8AGF<A6?H78<A9BE@4G<BABACEBGB6B?I8EF<BA4A7477<G<BA4?<A9BE@4G<BA9EB@J;8E88I8A
G;8EHAA<A:BC8E4G<A:FLFG8@@<:;G58<A98EE87	
,A?<>846G<I8F64AA<A:G86;A<DH8FG;8HF8B9A8GJBE>GE499<67B8FABGE8DH<E84AL<AG8E46G<BAJ<G;G;8HA78E?L<A:
FLFG8@<G64A58C8E9BE@87B99?<A8	%8I8EG;8?8FFF8I8E4?BG;8E6BA68EAF4E<F8J;<6;@HFG58;4A7?87CEBC8E?L	BE
<AFG4A68 G;8F4@C?<A:CB<AG <A G;8A8GJBE> <F <@CBEG4AG GB64CGHE8 GE499<66BA68EA<A: G;8@BFGCBFF<5?8;BFGF4A7
F8EI<68F	
$H?G<C?8F4@C?<A:CB<AGF@<:;G4?FB58HF87<AG;<FCEB68FF5HG4ABG;8EF<:A<9<64AGDH8FG<BAE<F8F	+;8A8GJBE>
GE499<69BE?4E:8BE:4A<M4G<BAF64A8K6887F8I8E4?;HA7E87<ABA?LBA874L	.;4G<FG;84CCEB46;G4>8AGBCEB68FF
G;<F?4E:8 4@BHAGB974G44A7;BJ?BA:J<??G;8F4@C?<A:G<@8A887GB58<ABE78EGB8AFHE8G;8<A6?HF<BAB9@BFG
F8EI<68F	 +;8F84E8F<:A<9<64AG<FFH8FG;4GA887GB584AFJ8E87<A4CE46G<64?@4AA8E	
 21-+ 1$#(#$,1(%(" 1(-,-%32*,$/ !(*(1($0
&A6874G4 9EB@7<998E8AG FBHE68F <F :4G;8E87 4A7CEB68FF87 F8EI<68F 4A7;BFGF@HFG 58 <78AG<9<87	  A G;8A8KG
C;4F89BE846;F8EI<68CBFF<5?8IH?A8E45<?<G<8F @HFG58<78AG<9<87 5L<AG8EEB:4G<A:4I4<?45?8IH?A8E45<?<GL74G454F8F	
+;8%4G<BA4?-H?A8E45<?<GL4G454F8%-23 6BAFG<GHG8FBA8B9FH6;4I4<?45?874G454F8FJ;<6;CEBI<78FHCGB
74G878F6E<CG<BAFB9FB9GJ4E8G;8<EIH?A8E45<?<G<8F4A7CBFF<5?88KC?B<G4G<BAF	
-H?A8E45<?<GL74G454F8F 4?FBCEBI<78 F<:A<9<64AG@8GE<6F GB@84FHE8 G;8 F8E<BHFA8FF 4A7 <@C46G B9 G;8 E8CBEG87
IH?A8E45<?<GL	 +;8F8 I4?H8F 64A 58 HF87 4A7 4::E8:4G87 <A BE78E GB CEBI<78 4 HA<9<87 I<8J BA G;8 FLFG8@TF
IH?A8E45<?<GLFG4GHF	-H?A8E45<?<GLE8CBEGF<A6?H784@BA:FGBG;8E4FC86GFG;8CE86BA7<G<BAF9BEG;8IH?A8E45<?<GLGB58
8KC?B<G87	 8E8 J8 @<:;G 9<A7 FC86<9<6 BC8E4G<A: FLFG8@F <A 6B@5<A4G<BA J<G; BG;8E FB9GJ4E8	 +;8E89BE8 <G <F
<@CBEG4AG GB <AFC86G 4?? G;8F8 9<8?7F <A BE78E GB 58 45?8 GB 6BAFGEH6G G;8 A868FF4EL CE86BA7<G<BAF 4A7 CBFF<5?8
8KC?B<G4G<BAFG;4G@<:;GE8FH?G	
 21-+ 1$#"-,01/2"1(-,-% 32*,$/ !(*(16"' (,0
<A4??LG;8:B4?B9G;8CEBCBF87G86;A<DH8<FGB8A45?84HGB@4G87IH?A8E45<?<GL4FF8FF@8AG4A7G;86BAFGEH6G<BA
B9 IH?A8E45<?<GL 6;4<AF	 4F87 BA G;8 <A9BE@4G<BA :4G;8E87 <A G;8 CE8I<BHF C;4F8F CBFF<5?8 4GG46> C4G;F 4E8
6BAFGEH6G87	 +;8F8 G4>8 <AGB 466BHAG IH?A8E45<?<G<8F CE86BA7<G<BAF 4A7 CBFF<5?8 8KC?B<G4G<BAF <A BE78E GB <78AG<9L
<@CBEG4AGG4E:8GF<AG;88AG8ECE<F8A8GJBE>	
+;86BAFGEH6G<BAB9IH?A8E45<?<GL6;4<AF 4?FBE4<F8FF<:A<9<64AG6BA68EAFF<A68G;8AH@58EB9;BFGF4A7F8EI<68F
@<:;G588KGE8@8?L?4E:88	:	F8I8E4?G;BHF4A7;BFG	 AFH6;F68A4E<BFG;8CEB687HE8@<:;G5894687J<G;4FG4G8
FC4688KC?BF<BA7H8GBG;8;<:;AH@58EB9CBFF<5?86B@5<A4G<BAF	 ABE78EGBE87H68G;8FG4G8FC468G4E:8GFC86<9<6
4FF8FF@8AGF@<:;G58 6BA7H6G87<ABE78EGB<78AG<9L9BE<AFG4A68<94GG46>8EF4E845?8GBE846;4FC86<9<6G4E:8G	
 
%$"%#&&%"$(####$ "$$( 
F49<EFGCEBGBGLC8 B9G;8CEBCBF874CCEB46; J86E84G874ABA<AGEHF<I8IH?A8E45<?<GL4FF8FF@8AG FLFG8@ 54F87
BA G;8 *;B74A GBB?	 +;8 4CCEB46; <A6?H78F 4 ;BFG <78AG<9<64G<BA @B7H?8 4 IH?A8E45<?<GL >ABJ?87:854F8 4 74G4
8KGE46G<BA4A7CEB68FF<A:@B7H?84FG4G<FG<6F64?6H?4G<BA@B7H?84A74ABHGCHGE4C;<64?,F8E AG8E9468@B7H?8	
*;B74ATF45<?<GLGB<A78K AG8EA8G4668FF<5?8F8EI<68FCEBI<78FF<:A<9<64AG984GHE8F 9BEG;8 <@C?8@8AG4G<BAB9 ABA
<AGEHF<I8 F8EI<68F64AA<A:	 AG;8C4FG*;B74A<A6?H787<A78K87F8EI<68F	BJ8I8EE868AG?L<G;4F588A8KG8A787
4A76HEE8AG?L<A6?H78F64C45<?<G<8FGB<A78K7<998E8AGF8EI<68F	+;8F84E8?<FG87<A +45?8	
 AFG847 B9 8@C?BL<A: *;B74ATF .85 <AG8E9468 9BE G;8 CHECBF8F B9 G;8 CEBCBF87 FLFG8@ J8 HF87 *;B74ATF
CC?<64G<BA'EB:E4@@<A: AG8E9468	+;<FCEBI<78F4E<6;8EF8GB9984GHE8F@BFGB9J;<6;4E8@<FF<A:9EB@G;8HF8E
17 Béla Genge et al. /  Procedia Technology  19 ( 2015 )  12 – 19 
<AG8E9468 I8EF<BA	 @BA:FG G;8 477<G<BA4? <A9BE@4G<BA J8 @8AG<BA ?B64G<BAE8?4G87 <A9BE@4G<BA  *' CEBI<78EF
HGBAB@BHF*LFG8@%H@58EF*%4A7@4ALBG;8E	
+45?8 	#<FGB9F8EI<68FFHCCBEG875L*;B74AF84E6;8A:<A8
 "$ "&  "$ "&
  *LFG4G   ,'A'
  4LG<@8   * '
  %8GFG4G   +8?A8G
  (HBG8B9G;874L   A8G
  +'   @%*
  **   &E46?8++'
  +8?A8G   1<@5E4 ++'
  *$+'   G;8E%8G '
  %*   )'
  <A:8E   &E46?8++'
  ++'   -%
  ++'   '&'**#
  *<8@8AF*   'BFG:E8*(#
  '&'   *LAB?B:L
  %%+'   *LAB?B:L
  %+'   )84?'BEG
  %8G &*    $'**#
   $'   +8?A8G**#
  *%$'   '<C8?<A8'<?BG++'*
  #'   $**(#$BA<GBE
  ++'*   <G6B<A
  *$   *A4CFGE84@
  *$+'   %'
  $B75HF   (6BAA
   '$   +*
GI;8478A7
  $8@46;8   +8?A8G
  ?4FG<6*84E6;   'ALJ;8E8
  .<A)$	++'   $BA:B
  )BHG8E546>7BBE   .<A)$	++'*
  'E<AG8E!B5#4A:H4:8   ++'
  *C?HA>++'*   +E<7<H@BK**#
  +8?A8G#4AGEBA<K   )87<F
  +E<7<H@BK   4>'<A84CC?8
  ++'*   '<C8?<A8'<?BG++'
  $L*(#   $BA:B++'
+;8@4<AABI8?GL4A7BE<:<A4?<GLB9G;8CEBCBF874CCEB46;<FG;4G<G6B@5<A8F<A4HA<9<87I<8JG;8<A9BE@4G<BA
BE<:<A4G<A: 9EB@ J8??>ABJA IH?A8E45<?<GL 74G454F8F	  A G;8 6HEE8AG <@C?8@8AG4G<BA J8 HF87 G;8 %4G<BA4?
-H?A8E45<?<GL 4G454F8%-	%-<FABGBA?L4IH?A8E45<?<GL74G454F85HGFG4A7F9BE4F8GB9F86HE<GLE8FBHE68F
:4G;8E87GB:8G;8EHA78E*86HE<GLBAG8AGHGB@4G<BA'EBGB6B?*'J;<6;4E8@4<AG4<A875L%4G<BA4? AFG<GHG8
B9 *G4A74E7F 4A7 +86;AB?B:L % *+	 .<G;<A %- J8 ;<:;?<:;G %-- J;<6; 8@5B7<8F F8I8E4? 74G4
18   Béla Genge et al. /  Procedia Technology  19 ( 2015 )  12 – 19 
E8CBF<GBE<8F 4A7 FG4A74E7F 6BEE8FCBA7<A: GB F8EI<68 IH?A8E45<?<G<8F	 46; - 8AGEL J<G;<A %-- <A6?H78F
F8I8E4? GLC8F B9 <A9BE@4G<BA FH6; 4F 4 HA<DH8   4 IH?A8E45<?<GL 78F6E<CG<BA G;8 IH?A8E45<?<GL C;4F8F 4 IBG<A:
FLFG8@4A7@4ALBG;8EF	
*H5F8DH8AG?L 4A <@CBEG4AG 8?8@8AG B9 846; IH?A8E45<?<GL E8CBEG <F <GF 46GH4? @8GE<6 J;<6; <F :<I8A 5L G;8
B@@BA-H?A8E45<?<GL*6BE<A:*LFG8@-**	+;<F6BAFG<GHG8F4IH?A8E45<?<GL<@C46G@84FHE8@8AG946GBEJ;<6;
<FHF875LBHE4CCEB46;<AG;84FF8FF@8AGC;4F8B9G;878:E88B9FLFG8@IH?A8E45<?<GL	
4F87BAG;874G4CEBI<7875LG;8*;B74AGBB?;BFGF4A7F8EI<68F4A7FC86<9<6IH?A8E45<?<G<8F G;84FF8FF@8AG
@B7H?8 8AFHE8F 4@4G6;<A: 58GJ88A G;8 GJB 4A7 G;8 64?6H?4G<BA B9 4 FLFG8@J<78 IH?A8E45<?<GL F6BE8	 B@@BA
'?4G9BE@AH@8E4G<BAF'4E8CEBI<7875L*;B74A9BE846;E8CBEG87F8EI<68	 A64F8G;88AGEL6BAG4<AFFH99<6<8AG
<A9BE@4G<BACEB7H6GGLC8CEB7H68EGLC8A4@8B9CEB7H6G4A7I8EF<BA<G<FHF874F<78AG<9<8E	 A64F8'7B8FABG
<A6?H78FH99<6<8AG<A9BE@4G<BA74G4<F8KGE46G879EB@BG;8EFBHE68FCEB7H6GI8EF<BA54AA8E;G@?4A75B7L	
+;8BHGCHGB9G;84FF8FF@8AGCEB68FF <F4F8DH8A68B9GHC?8F6BAF<FG<A:B9G;89B??BJ<A:6B@CBA8AGFG<@8FG4@C
' I4?H8 CEB7H6G I8EF<BA 477<G<BA4? <A9BE@4G<BA 54AA8E ;G@? 5B7L ?<FG B9 IH?A8E45<?<G<8F 4A7 BG;8E
IH?A8E45<?<GL74G4	+;8BI8E4??<@C46G@8GE<6<F64?6H?4G87466BE7<A:GBGLC<64?-**<@C46G F6BE8F	
 AG;89B??BJ<A:FG8CFJ8<AG8A7GBG8FGG;8 <@C?8@8AG4G<BAB9G;84CCEB46;<ABE78EGB8I4?H4G8<GFFGE8A:G;4A7
CBFF<5?8J84>A8FF8F	 *H5F8DH8AG?LJ8 <AG8A7 GB C8E9BE@ 4 F8E<8F B9 G8FGF <A BE78E GB <78AG<9L <GF 4CC?<645<?<GL <A
<@CEBI<A:G;8F86HE<GLB9GB74LTF7<FGE<5HG876B@CHG8EFLFG8@F	 'E8?<@<A4ELE8FH?GFBA4CEBGBGLC8<@C?8@8AG4G<BA
4E8 CEBI<787 <A <:	 	  G 64A 58 F88A G;4G BJ87 GB *;B74ATF 45<?<GL GB :8A8E4G8 ;<FGBE<64? 74G4 <G <F CBFF<5?8 GB
4HGB@4G<64??LE86BAFGEH6G;<FGBE<64?'A4@8F9BE7<998E8AGF8EI<68F	 AG;<FC4EG<6H?4E64F8J8 <A6?H787E8FH?GFBA
F8I8E4? F8EI<68F E4A:<A: 9EB@ +' ;B ++'* 4A7 *%$'	 HGHE8 78I8?BC@8AGF J<?? ?8I8E4:8 G;<F 74G4 GB
4HGB@4G<64??L8KGE46G-8AGE<8F9EB@%4G<BA4?-H?A8E45<?<GL4G454F8	
 %#
+;<F C4C8E CE8F8AG87 4A 4CCEB46; 9BE ABA<AGEHF<I8 IH?A8E45<?<GL 4FF8FF@8AG B9 7<FGE<5HG87 6B@CHG8E FLFG8@F	
+;8 4CCEB46; ?8I8E4:8F FG4G8B9G;84EG GBB?F 4A7 G86;A<DH8F 4<@<A: 4G CEBI<7<A: 4 6B@CE8;8AF<I8 G86;A<DH8 9BE
IH?A8E45<?<GL 4FF8FF@8AG B9 GB74LTF FLFG8@F	 +;8 4CCEB46; <F J8?? FH<G87 9BE 6E<G<64? FLFG8@ 9BE BA?<A8 6E<G<64?
F8EI<68F 9BEJ;<6;46G<I84A77<FEHCG<I8 F64AA<A: G86;A<DH8F4E8ABG4CC?<645?8	BE G;<FCHECBF8J878I8?BC874
CEBGBGLC8G;4GHF8*;B74AF84E6;8A:<A8GB8KC?BE8G;8F8GB9;BFGF4A7F8EI<68F9BE4FC86<9<6A8GJBE>7B@4<A4A7
IH?A8E45<?<GL74G454F8F4A7@8GE<69BEC8E9BE@<A:IH?A8E45<?<GL4FF8FF@8AG	+;84CCEB46;:8A8E4G8F4A<AG8E@87<4EL
E8CE8F8AG4G<BAB9G;8:4G;8E8774G4J;<6;64A58HF87GB:8A8E4G8FG4G<FG<64?74G4GB4A4?LM8FLFG8@F4A7GB9<A4??L
5H<?7IH?A8E45<?<GL6;4<AF	
 A G;<F C4C8EJ8 ;4I8 CE8F8AG87 G;8 :8A8E4? 6BA68CG 4A7J8 ;4I8 4A4?LM87 G;8 ABI8?GL 4A7 BE<:<A4?<GL B9 G;8
4CCEB46;	F9HGHE8JBE>J8 <AG8A7 GBC8E9BE@C8E9BE@4A68 G8FGF4A7 GB <78AG<9LE8F84E6;7<E86G<BAF4A7CBFF<5?8
4CC?<64G<BAF	
<:		 'A4@8F7<F6BI8E875L4CEBGBGLC8<@C?8@8AG4G<BA54F87BAE8FH?GFE8GHEA875L*;B74A	
19 Béla Genge et al. /  Procedia Technology  19 ( 2015 )  12 – 19 
	'$#
+;8E8F84E6;CE8F8AG87<AG;<FC4C8EJ4FFHCCBEG875LG;8HEBC84A*B6<4?HA7HA78EG;8E8FCBAF<5<?<GL B9G;8
$4A4:<A:HG;BE<GL 9BE G;8 *86GBE4?&C8E4G<BA4? 'EB:E4@@8 9BEH@4A)8FBHE68F8I8?BC@8AG 4F C4EG B9 G;8
:E4AG'&*),

	
*
	
"#
23 ;4E8GG8 )	  + <66HCF B9 G;8 .88> *BHG;J8FG <E?<A8F B@CHG8E 4<?HE8 EBHA787 ?? ?<:;GF	   *C86GEH@	 2I4<?45?8 BA?<A83
;GGC

FC86GEH@	<888	BE:
E<F>946GBE
6B@CHG<A:
<G
<G;<66HCFB9G;8J88>FBHG;J8FG4<E?<A8F6B@CHG8E94<?HE8:EBHA7874??9?<:;GF!HA8	
23 )B@4A!	 46>8EF+4E:8GB! .85F<G8F	4A> A9B*86HE<GL	2I4<?45?8BA?<A83 ;GGC

JJJ	54A><A9BF86HE<GL	6B@
;46>8EFG4E:8G7B=
95<J85F<G8F4!4AH4EL	
23 <A>?8 ! 8AEL 	 K6?HF<I8 +4E:8G ;46>8EF FGB?8 8A6ELCG87 54A> ' %F S FBHE68	 )8HG8EF	 2I4<?45?8 BA?<A83
;GGC

JJJ	E8HG8EF	6B@
4EG<6?8



HFG4E:8G74G45E846;<7,*)%#868@58E	
23 1;8A:6;H4A/H(<A:H;8A:;BA:1;4A:	 .;L6B@CHG8EG4?8AGF586B@86B@CHG8E;46>8EF	B@@HA$	
23 '4E>8E	'?8AGL$BE846>8E$BG<I4G<BAF	B@@HA$	
23 *B?<6"	+BI=4A<A	 ?4>BI46-	 FF8FF@8AG@8G;B7B?B:L9BEG;864G8:BE<M4G<BAB9 +FLFG8@HF8EFF86HE<GL4J4E8A8FF	  A$ ')&
'EB6887<A:FB9G;8G; AG8EA4G<BA4?BAI8AG<BA	C		
23 8C4EG@8AGB9B@8?4A7*86HE<GL	L58E*86HE<GLI4?H4G<BA+BB?	 	
23 %4< BI<AB  	 $4F8E4 $	  A*. A7HFGE<4? *86HE<GL FF8FF@8AG .BE>58A6;	  A CEB6887<A: B9 G;8  AG8EA4G<BA4? BA98E8A68 BA
 A9E4FGEH6GHE8*LFG8@F)BGG8E74@%BI8@58E	
23 	';<??<CF4A7#	'	*J<?8E	:E4C;54F87FLFG8@9BEA8GJBE>IH?A8E45<?<GL4A4?LF<F	 A'EB6	$.BE>F;BCBA%8J*86HE<GL'4E47<:@F
%'*.CC	S	
23 '	 @@4AA 	 .<=8F8>8E4 4A7 *	 "4HF;<>	 *64?45?8 :E4C;54F87 A8GJBE> IH?A8E45<?<GL 4A4?LF<F	  A 'EB6	 G; $ BA9	 B@CHG	
B@@HA	*86HE<GL*CC	S	
23 *	!4=B7<4*	%B8?4A7	&T8EEL+BCB?B:<64?A4?LF<FB9%8GJBE>GG46>-H?A8E45<?<GLF8E	$4FF<I8B@CHG<A:	%8J0BE>*CE<A:8E
IB?	6;	CC	S	
23 /	&H.	 BL8E 4A7$		$6(H88A	 F64?45?8 4CCEB46; GB 4GG46> :E4C; :8A8E4G<BA	  A 'EB6	 G;$BA9	 B@CHG	 B@@HA	
*86HE<GL*CC	S	
23 )	)<8>8	5FGE46G<BA54F874A4?LF<FB9>ABJA4A7HA>ABJAIH?A8E45<?<G<8FB96E<G<64?<A9BE@4G<BA<A9E4FGEH6GHE8F	  AG	!	*LFG	*LFG	A:	
IB?	AB	SCC	S	
23 	*4;4	KG8A7<A:?B:<64?4GG46>:E4C;F9BE899<6<8AGIH?A8E45<?<GL4A4?LF<F	 A'EB6	G;$BA9	B@CHG	B@@HA	*CC	S
	
23 '	;B?74	B?FG47	8?I<>'	"HHF8?4$	%4?7< 	%BEEBF	+BJ4E7FE<F>4J4E86B@@HA<64G<BAFA8GJBE><A:	)8?<45<?<GLA:<A88E<A:
4A7*LFG8@*498GL IB?		
23 84?8!	8E4<FBA)	$88E	+8@@<A:;)	-4A8E.4?G	%8FFHF%8GJBE>H7<G<A:	*LA:E8FF'H5?<F;<A:		
23 )B:8EF)	%8FFHF%8GJBE>H7<G<A:	*LA:E8FF'H5?<F;<A:		
23 "8AA87L	&BE@4A!	"84EAF 	;4EBA<$	$8G4FC?B<G+;8'8A8GE4G<BA+8FG8EFH<78	%B*G4E6;'E8FF*4AE4A6<F6B		
23 )	#8FM6MLA4CCEB46;<A:F86HE8<A7HFGE<4?6BAGEB?FLFG8@F + A9	*86HE	I4<?45?8&A?<A8	
23 )	#8FM6MLA4  	%	BI<AB 4A7$	$4F8E4 UCCEB46; GB F86HE<GL 4FF8FF@8AGB9 6E<G<64? <A9E4FGEH6GHE8FT <A9BE@4G<BA FLFG8@FV  +  A9	
*86HE	IB?	AB	C		
23 H::4A	'8A8GE4G<BA+8FG<A:B9 A7HFGE<4?BAGEB?*LFG8@F	*% )8CBEG*%'		
23 +<A:4A:08A?<A4&CE84"44A&A4E?<B:?H+B77#88G;4@.<??<4@)B58EGFBAE<!H8?F4A7A:<A"<E74	88;<I8#4E:8*64?8#B:
A4?LF<F9BE8G86G<A:*HFC<6<BHF6G<I<GL<AAG8ECE<F8%8GJBE>F	AAH4?B@CHG8E*86HE<GLCC?<64G<BAFBA98E8A68*C	
	
23 BE7BALB7BE#LBA	%@4C%8GJBE>*64AA<A:+;8&99<6<4?%@4C'EB=86GH<78GB%8GJBE><F6BI8EL4A7*86HE<GL*64AA<A:	 AF86HE8
'E8FF,*	
23 *64CL'EB=86G	2I4<?45?8BA?<A83 ;GGC

JJJ	F8678I	BE:
CEB=86GF
F64CL
		
23 $	;8@<AB7  		8EGB?BGG< #	HE4AG8)	 *<FGB	-4?8AM4AB	I4?H4G<A: G;8 6B@5<A87 89986G B9 IH?A8E45<?<G<8F 4A7 94H?GF BA ?4E:8
7<FGE<5HG87FLFG8@F	 A'EB6	B9G;8A7 AG8EA4G<BA4?BA98E8A68BA8C8A745<?<GL B9B@CHG8E*LFG8@FCC		
23 $	;8@<AB7 		8EGB?BGG<#	HE4AG8	-4?8AM4AB	&AG;84A4?LF<FB9IH?A8E45<?<GL6;4<AF<A<A7HFGE<4?A8GJBE>F	   AG8EA4G<BA4?
.BE>F;BCBA46GBELB@@HA<64G<BAF*LFG8@FCC		
23 $	;8@<AB7  		8EGB?BGG<#	HE4AG8'	$4::<	'BMM4)	*<FGB	-4?8AM4AB	8G86G<A:;4<AFB9-H?A8E45<?<G<8F <A  A7HFGE<4?
%8GJBE>F	 +E4AF46G<BAFBA A7HFGE<4? A9BE@4G<6FIB?		
23 *;B74AGBB?	;GGC

JJJ	F;B74A;D	6B@
	
23 B78A;8<@)	HGGF!	HA?4C*	$H??<AF	I4?H4G<BAB9G;845<?<GLB9G;8*;B74AF84E6;8A:<A8GB<78AG<9L AG8EA8G946<A:<A7HFGE<4?
6BAGEB?78I<68F	 AG!E<G A9E'EBG	IB?		
23 8C4EG@8AGB9B@8?4A7*86HE<GL4A7% *+	%4G<BA4?-H?A8E45<?<GL4G454F8	2I4<?45?8BA?<A83 ;GGC

AI7	A<FG	:BI

